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Abstract�²  Efficient rescue operations require a high level of situation awareness among decision-makers and first 

responders for the purpose of achieving operations successfully and reducing losses. Moreover, a common operational picture 
between involved actors is required in order to support decision-making. Therefore, different organisations and agencies have 
to collaborate, cooperate and coordinate their actions with each other. Hence, effective interactions and communications 
between participants are vital to fulfil these essential needs. However, emergency actors still lack backing to exchange 
information effectively and ensure a common operational picture in order to reach shared situational awareness. For this 
reason, we aim to develop and implement Rescue MODES, a communication system oriented to support situation awareness 
amongst French emergency actors in rescue operations. In this paper, we examine and analyse �D�F�W�R�U�V�¶�� �D�F�W�L�Y�L�W�L�H�V�� �D�Q�G��
interactions, so that the system will be based on the real needs of actors. We start by studying and modelling the 
communications, interactions, and information flow. This modelling is based on an application ontology. Then, we define 
requirements for good communication in these operations and present some existing systems in France and how each system 
responds to these requirements. 

Keywords�²  Communication requirements, Emergency Services, Interactions, Modelling, Ontologies, Rescue operations, 
Situation Awareness 

I. INTRODUCTION 

In his lifetime, each person is exposed to pass through distress situations due to particular events. Whether they are of small-
scale such as car accidents and trauma or of large-scale like natural disasters or terrorist attacks, these events require responsive 
operations called rescue operations. Rescue operations consist �L�Q���V�D�Y�L�Q�J���S�U�R�S�H�U�W�L�H�V���D�Q�G���Y�L�F�W�L�P�V�¶���O�L�Y�H�V and by involving public 
organisations as well as private ones. In France, many public services are involved in such operations. They have to protect 
victims by ensuring their safety, securing scenes, providing first aids, and arranging transportation and evacuation to a relevant 
place of reception (Cazeneuve & Touraine, 2015). Rescuers from various organisations have to collaborate with each other in 
order to achieve successful operations. In this context, they need to cooperate, reach and understand situations properly. 
Moreover, each participant must be aware of the situations and activities of others despite the location of each one.  Therefore, 
it is necessary to handle efficiently information exchange in order to maintain a real-time operational picture for responders. 
However, the ability to quickly gather, fuse, and exchange relevant information is still a challenge. An enormous information 
flow has to be managed and most of the decisions are made based on this information. This complexity and information flow 
may lead to inefficient interactions between different actors, which can influence collaboration and situation awareness. Authors 
in (Saoutal et al., 2014) reported that ineffective communication between actors can lead to misunderstanding and 
misinterpretation of a situation, which can cause a lack of awareness about it �D�Q�G���D�I�I�H�F�W���Y�L�F�W�L�P�V�¶���V�D�I�H�W�\. Assessments from many 
real incidents underline challenges of unsuccessful information exchange between engaged responders and their consequences 
on the operations�¶ outcomes. For example, concluding reports on the terror attacks on November 13, 2015, in France, revealed 
major communication issues between different services. According to this report, each service focused on its own information 
and several victims on two different sites were not evacuated on time due to a lack of coordination (Fenech & Pietrasanta, 2016). 
Consequences of communication problems are not limited to those regarding �W�K�H���Y�L�F�W�L�P�V�¶���O�L�Y�H�V�����,�Q���V�R�P�H���F�D�V�H�V�����W�K�H�V�H���S�U�R�E�O�H�P�V��
can threaten the actors themselves. On September 4, 2018, a French firefighter was killed in Paris by an unstable victim during 
his evacuation. The reason behind this accident was a lack of communication between medical services and firefighters: �³�'�X�U�L�Q�J��
the call transfer, medical services did not provide sufficient information about the seriousness �R�I�� �W�K�H�� �V�L�W�X�D�W�L�R�Q�´ stated the 
firefighters chief (Décugis & Pelletier, 2018). 

To deal with these challenges, we propose to support communications and interactions between different actors in order to 
reinforce situation awareness. Hence, we look forward to design and implement a communication system aiming to simplify 
information sharing in rescue operations.  This system is referred to as MODES that stands for Medical and Operational Data 
Exchange System for Rescue Operations. In order to be used by operational units for the support of their tasks, it is badly 
required to study and analyse �D�F�W�R�U�V�¶���D�F�W�L�Y�L�W�L�H�V���D�Q�G���L�Q�W�H�U�D�F�W�L�R�Q�V. We thus model in this paper interactions between actors and 
propose modelling requirements. In addition, we propose communication requirements to be ensured by the system based on 
the obtained model. The aim of passing through these steps is to propose a usable system based on �U�H�D�O���V�W�D�N�H�K�R�O�G�H�U�V�¶���Q�H�H�G�V. 

The remainder of this paper is divided into six sections. In section II, we provide more details on situation awareness, 
interactions, and communication problems in rescue operations. Section III discusses the related work and reviews the state of 
the art. In section IV, we describe rescue operations in France and present rescue interaction model. Then, in section V, we 
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discuss the practical requirements that a communication system needs to fulfil in an operational context. Eventually, section VI 
concludes the paper. 

II. AWARENESS, INTERACTIONS, AND COMMUNICATION PROBLEMS 

In rescue operations, establishing a high level of situation awareness is fundamental to lessen undesirable consequences.  
Situation awareness was described as perceiving the practices of others, which gives a setting for your own practices (Dourish 
& Bellotti, 1992). Another definition was proposed by Endsley in which she specified three required steps toward attaining 
situational awareness (Endsley, 2001). The first step requires perceiving all relevant factors that feature a situation together with 
their status and dynamics. The second step involves the comprehension of these factors, their senses, and relations, while the 
third step consists in predicting about �W�K�H���V�L�W�X�D�W�L�R�Q�¶�V���H�Y�R�O�X�W�L�R�Q in the near future. Therefore, situation awareness can be expressed 
as the outcome of knowing what is going on around and serves as the foundation for decision-making. Unfortunately, reaching 
a high level of situation awareness is one of the most problematic duties in many activities and one of the most challenging tasks 
for rescue actors (Chehade et al., 2019). It requires managing diverse activities such as interaction and communication. Handling 
effective communications is mandatory in rescue operations since it is the only way to establish a common operational picture 
between actors through exchanging information about situations, casualties, resources, and locations. By sharing these and many 
other information, a common background about the on-going operation can be shared by all actors, which essentially consists of 
the two first steps of the aforementioned definition. However, handling effective communication in rescue operations remains a 
challenging problem. Several recent studies reveal persistent communication problems in rescue and emergency response 
domains (Steen-tveit & Radianti, 2019). This is due to many reasons. First of all, the most common difficulty is the highly 
dynamic aspect of contexts and situations. Consequently, a continuous communication has to be maintained, which entails a 
large amount of information to be transmitted, derived and processed. Second, effective communication requires a common 
interpretation of the information by different entities. In rescuing, it is difficult to meet this requirement since each operation 
requires the engagement of multiple actors. Everyone involved has his own professional background and experience level. 
Finally, information exchanged during those operations can take different forms and types. For example, it can be in the form of 
texts, photos, audios or videos and it can be operational, spatial, and medical. This heterogeneity in data types and forms makes 
the activity of actors difficult . Figure 1 shows an example of a rescue operation case after a car accident causing casualties. 
Derived from French practices, this example shows that several organisations and actors are engaged in a single rescue operation. 
As we can see in this figure, these actors execute their tasks and communicate an enormous volume of information like medical 
and operational information. 

 

 
Figure 1: Information flow and involved actors in a rescue operation 

All the aforementioned difficulties in situation awareness lead us to choose supporting interactions and communications in 
rescue operations. 



 

III.  RELATED WORK 

The improvement of communication and information sharing in rescue operations has been the topic of numerous studies 
over the past decades. Numerous solutions have been developed attempting to solve serious problems that lead to inefficient 
decision-making such as lack of situation awareness and inefficiency in information sharing. In this context, several systems 
were developed to support information exchange and communication. (Meissner et al., 2006) proposed MiKoBOS a system that 
aims at ensuring a reliable data exchange between different locations during emergency responses. The proposed system enables 
rescue teams to share operational information such as situation reports and available resources. However, medical information 
about victims, which is an important parameter in rescuing, was not considered in this system. Similarly, (Mallek et al., 2016) 
proposed an information exchange system to be implemented in French ambulances. The objective of this solution was to 
�I�D�F�L�O�L�W�D�W�H�� �H�[�F�K�D�Q�J�H�V�� �E�H�W�Z�H�H�Q�� �P�H�G�L�F�D�O�� �U�H�J�X�O�D�W�R�U�V�� �L�Q�� �K�R�V�S�L�W�D�O�V�� �D�Q�G�� �L�Q�W�H�U�Y�H�Q�W�L�R�Q�� �W�H�D�P�V�� �R�Q�� �V�L�W�H�V�� �G�X�U�L�Q�J�� �Y�L�F�W�L�P�V�¶�� �H�Y�D�F�X�D�W�L�R�Q�� �D�Q�G��
transportation. However, this system focuses on medical information without taking into account other important information to 
be exchanged in rescue operations such as contextual and operational information. Moreover, several studies have been carried 
out to improve situation awareness in rescue operations. Some researchers worked on identifying information needs as a first 
step toward supporting communication and awareness. For instance, a study was conducted in (Yang et al., 2009) to identify 
information requirements for emergency response according to actors�¶ roles. Unfortunately, identified requirements were limited 
to those related to on-site responders without considering other actors�¶���Q�H�H�G�V. Other researchers chose to support awareness in 
such operations by using ontologies. For example, an ontology-based system was proposed in (Javed et al., 2011) to support 
team situation awareness by unifying situation understanding between participants. Moreover, a domain ontology has been 
proposed. However, the obtained ontology does not include concepts related to victims and medical information. In the same 
context, a first study was done by (Chehade et al., 2018, 2019) that aimed to support communication and data interpretation and 
thus to enhance awareness in rescue operations. To this end, an application ontology, called ResOnt, was proposed. However, 
the presented work was limited to the creation of the ontology. 

On the other hand, research on modelling processes, communications, and interactions in emergency response and rescuing 
has evolved lately. Some researchers used methodologies based on business process modelling techniques and diagrams. (Saoutal 
et al., 2014) conducted a study to determine problems related to information exchange in inter-organisational emergency 
response. They also modelled communication between different stakeholders by using UML diagrams. One limitation of the 
proposed model is that it does not show the destinations and sources of information. In the same context, (Nunavath & Prinz, 
2015) choose to model the emergency management process in Norway by using Business Process Modelling Notation. This 
work aimed at supporting coordination and information sharing between different stakeholders involved in emergency response. 
To this end, an emergency management model was proposed showing the sequence of different tasks together with the 
responsible stakeholder. Unfortunately, the requirements for each participating actor in terms of information were not taken into 
consideration in the aforementioned model. Hence, the proposed model cannot serve as a basis for analysing and formalising 
interactions between different actors. Other studies were based on methodologies oriented for agent architectures. A recent study 
was conducted by (Chaawa et al., 2017) to model crisis management procedures and interactions between different actors in 
order to propose a flexible and usable crisis management system. To this end, three different models were proposed based on the 
GAIA methodology (Wooldridge et al., 2000) oriented for multi-agent architectures. The first model is an environmental model 
that identifies different concepts related to crisis management such as infrastructures and resources together with the information 
related to each concept. The second model is a role model that includes different tasks with the associated responsible actor. This 
model also highlights the various tasks that require interactions between different actors. While the third model is an interaction 
model that illustrates communications between different actors. Unfortunately, the information flow between different actors is 
not shown in the interaction model. Moreover, the role model does not illustrate the sequence of different tasks. In addition, 
dependencies between tasks and information and those between the roles of actors and information are not shown in any of these 
models. Therefore, the use of these models is limited and requires further analysis. 

Yet, in most of the countries, communication during rescue operations is still limited to oral communication using radio 
devices. Regarding the French case, despite the large number of existing communication systems that are oriented for rescue 
actors (Appligos, n.d.-a, n.d.-b, n.d.-c; Nomadeec, n.d.; Mallek et al., 2016; Séguret, 2018; Sis, n.d.-a, n.d.-b; Systel, n.d.; 
TplSystemes, n.d.), recent statistics show that the majority of information exchange is still oral (Mallek et al., 2016). Indeed, 
most of the existing systems are not fully accepted by actors since they are limited to some functionalities or are developed 
without examining the real needs of actors. In addition, a lack of interoperability between the different existing systems is 
underlined, which makes the use of these systems more complicated (Elmhadhbi et al., 2018). Moreover, none of these systems 
meets all the identified requirements for effective communication. Further details are given in section V. In our opinion, the main 
reason behind this problematic is that the definition of interaction and data flows in rescue operations is not complete. 
Subsequently, the information that an actor is assumed to provide and receive is not clear. To deal with these issues, we introduce 
a communication system to support participant actors, namely Rescue MODES. We analyse interactions and communications 
and model them based on several parameters. An application ontology related to rescue is used to support the model as a source 
of main concepts. More details about these elements are discussed in Section IV. Moreover, we identify essential requirements 
for a good communication in rescue operations. In addition, we present several existing communication systems used by French 
actors, and we show how each system meets these requirements based on their specifications. 



 

IV. MODELLING INTERACTIONS AND COMMUNICATIONS 

As mentioned above, our aim is to design and implement an information sharing and communication system for rescue 
operations in France. To this end, a key first step consists in analysing communications and interactions in these operations 
through the study of documents, reports, and legislation related to the domain. This study allows us to identify different services 
as well as their missions, to analyse procedures, and to link these missions with interactions. In addition, we identify required 
elements and parameters to be taken into account when modelling interactions in complex contexts such as rescue operations 
and we propose a structure model. In this section, we give more details about rescue operations in France: The services involved 
and their missions. After that, we present requirements for modelling interactions and the used ontology to define them. 
Eventually, based on this ontology, an interaction model is proposed and presented in detail. 

A. Rescue operations in France: Involved services 

Before analysing any activity or procedure, it is fundamental to identify actors and services that are involved in these 
activities. Moreover, this process of comprehensive identification is also the basis for modelling communications since it 
identifies different entities that handle these communications and interactions. In France, rescue operations are missions of 
firefighters known as Local Services for Fire and Rescue (SDIS), and medical services so-called Urgent Medical Assistance 
Services (SAMU). A detailed referential has been published by the French state to clarify missions and responsibilities 
(Cazeneuve & Touraine, 2015). SDIS are responsible for securing, protecting, firefighting, evacuating and transporting victims, 
while SAMU are asked to provide medical help for victims in emergencies. In addition, a detailed description of the 
organisation and hierarchy of each service is presented in this referential. Each SDIS and SAMU is composed of several centres 
and services that manage distinct tasks and duties. For example, a SDIS is composed of several Call Processing Centres (CTA) 
that receive and process alerts, choose materials and persons to engage with respect to the nature of calls, manage resources, 
and ensure communication with other services. Moreover, each SDIS possesses several Fire and Rescue Centres (CIS) 
responsible for engaging and sending resources chosen by the CTA to the intervention sites, communicating with intervention 
teams, and sending reinforcements if necessary. Similarly, each SAMU has several Call Reception and Dispatch Centres 
(CRRA) that receive calls, provide �P�H�G�L�F�D�O�� �O�L�V�W�H�Q�L�Q�J�� �W�K�U�R�X�J�K�� �P�H�G�L�F�D�O�� �U�H�J�X�O�D�W�R�U�V�� �D�Q�G�� �S�U�H�S�D�U�H�� �Y�L�F�W�L�P�V�¶�� �D�G�P�L�V�V�L�R�Q�� �L�Q��
hospitalisation centres (Chehade et al., 2018). All these services and centres have to cooperate and communicate in order to 
accomplish their missions and duties on multiple organisational levels as shown in figure 2. 
 

 
Figure 2: Organisational model and the general flow of information in French rescue operations 



 

Figure 2 shows a model that includes the organisational levels in French rescue operations, the composition of each level, and 
the general flow of information between these levels and within each level. As we can see in figure 2, in the French context, 
the hierarchical chain of command is composed of three main levels: The strategical level, the tactical level, and the operational 
�O�H�Y�H�O�����7�K�H���V�W�U�D�W�H�J�L�F�D�O���O�H�Y�H�O���F�R�Q�V�L�V�W�V���R�I���S�X�E�O�L�F���D�X�W�K�R�U�L�W�L�H�V�¶���P�H�P�E�H�U�V���W�K�D�W���S�O�D�\���W�K�H���U�R�O�H���R�I���G�L�U�H�F�W�R�U�V���R�I���U�H�V�Fue operations. Their 
main mission consists in fixing the strategy of the response. The tactical level consists of doctors and member staff in 
hospitalisation centres as well as operators and regulators in operational centres represented by: CTA Operators in Call 
Processing Centres (CTA) of FireFighters (SDIS); CIS Operators in Fire and Rescue Centres (CIS) of Firefighters (SDIS); And 
CRRA Operators and medical regulators in Call Response and Dispatch Centres (CRRA) of Emergency Medical Services 
(SAMU). Whereas, the operational level consists of the commander of rescue operations (CRO) and rescuers in the intervention 
site. The implication of the strategical level is limited to large-scale operations such as crisis management and large-events 
emergency responses. However, in the case of small scale rescue operations, which are the main interest of our work, most of 
the operations and communications take place at two levels only: The tactical and the operational level. Hence, we have focused 
our work on analysing and modelling communications and interactions between the tactical and the operational levels. 

After having identified participating services in rescue operations, their missions, as well as their activities, let us move to 
the modelling phase. As a first step, one needs to identify modelling requirements and model components. Therefore, we request 
several requirements and we propose an interaction model. 

B. Requirements for modelling Interactions 

The principal purpose of our model is to represent interactions and information flow in rescue operations and then to provide 
a solution that aims at enhancing situation awareness. Related to awareness, reaching its highest level requires perceiving all 
factors of a situation within a volume of space and time as well as understanding their senses and relations. Furthermore, it is 
fundamental to determine each and every relevant information that informs on a situation as a first step toward supporting 
communications. Therefore, identifying situation elements and relevant information is the first step heading to improve 
situational awareness. These are the essential elements to take into account when modelling processes and interactions. 

Ontologies can be greatly beneficial to characterise and represent the main elements of a situation as well as relationships 
between them (Chehade et al., 2019). The term Ontology was defined by Gruber as �³an explicit specification of 
conceptualis�D�W�L�R�Q�´ (Gruber, 1993). Thus, we base our work on an ontology as an entry point for modelling and supporting 
awareness. Therefore, we take ResOnt ontology that was proposed in the work of (Chehade et al., 2019, 2018) as a fundamental 
source to identify the required elements. ResOnt ontology was created by adopting the three steps methodology proposed by 
(Bachimont et al., 2002). It follows the classification of the top-level ontology SUMO (Pease et al., 2002) and reuses classes 
from five existing ontologies: Emergel ontology (Azcona, 2013), the emergency response ontology (Li et al., 2008), EDXL-
RESCUER (Barros et al., 2015), the emergency ontology (Yu et al., 2008), and SAW ontology (Matheus et al., 2005). The 
main interest of ResOnt is to support situation awareness and communication in rescue operations by ensuring a common 
operational picture and shared situation understanding between different stakeholders. Moreover, it deals with all components, 
aspects, and factors in rescue operations such as actors, organisations, tasks, and materials. Figure 3 shows the classification of 
the core concepts defined in ResOnt that was implemented in Protégé software (Musen, 2015). 

 

 
Figure 3: Core Concepts of ResOnt ontology 



 

Another reason behind choosing ResOnt is that it takes communication and situation related information into consideration and 
those are important parameters for modelling interactions. Figure 4 represents a graph derived from the ontology showing some 
main concepts and relations between them. 
 

 
Figure 4: Graph extracted from ResOnt Ontology 

For example, an actor takes part in an organisation. Each actor has several characteristics represented by his role, skills, grade, 
and function. Depending on these characteristics, s/he executes specific tasks and actions that are scheduled on time and take 
place in different spatial regions. For that, s/he uses materials that have their own characteristics like availability and status. In 
order to achieve his/her tasks successfully, s/he exchanges data with other actors. This data is communicated on time and 
informs on situation related information, which is the main interest in our work. For instance, it can inform on victims, situation, 
task, material, and event that takes place in certain temporal and spatial regions. 

Based on these concepts and relations, we identify the required elements to build up a comprehensive interaction model in 
rescue operations. The first element to take into account is Actors, their Roles, and their Positions in the organisational levels 
of operations. Any rescue operation requires the engagement of many persons who can play distinct roles according to their 
functions, skills, and position in the organisational levels. Therefore, making the difference between various actors and 
organisational levels of operations is important for modelling. The second element to consider is the tasks and actions executed. 
Every actor has to accomplish different actions in order to fulfil his responsibilities. Some actions are of responsibility of single 
actors and may produce or require situation related information while other actions need the interaction and collaboration of 
multiple actors and generate an information flow between them. Hence, it is also important to consider them since most of the 
interactions are based on these actions. In our model, we refer to actions and activities by Operations and Tasks. Another 
primary element is Data or Information. This is the foundation of interactions and situation awareness. It instructs on situations 
and all the perceived elements in an environment. In this context, specifying which information is being shared or consulted at 
each step is vital in modelling interactions. In addition, exchanging and consulting this information require using appropriate 
communication tools. Consequently, it is also crucial to identify the Device that enables communication together with the type 
of communication. Furthermore, actors involved in rescue operations are geographically separated. Some of them are present 
in intervention sites like first responders, while others stay in dispatch or rescue centres. As already explained, operations, 
tasks, and communications take place at different locations. It is thereby required to distinguish between distinct Locations 
when modelling. Finally, it is of the highest importance to consider Time parameter since rescue operations are dynamic and 
evolve continuously with time evolution. This dynamic aspect alters the state of other situation elements such as tasks and 
situation information. However, modelling complex processes, such as rescue operations, while taking into account time 
parameter is explicitly challenging. (Nunavath & Prinz, 2015) state that modelling complex and dynamic activities requires 
splitting those processes into many phases and separating them with respect to time. Therefore, we split a rescue operation into 
several main phases including each many sub-phases and we illustrate their chronology on a timeline as shown in figure 5. As 
we can see in this figure, a rescue operation can be split into six principal phases: alert, involvement of persons and resources, 
departure to the incident site, on-�V�L�W�H���R�S�H�U�D�W�L�R�Q�V�����Y�L�F�W�L�P�V�¶���W�U�D�Q�V�S�R�U�W�D�W�L�R�Q�����D�Q�G���I�L�Q�D�O�O�\�����U�H�W�X�U�Q���W�R���U�H�V�F�X�H���F�H�Q�W�Ues. From all of the 
above, we can summarise elements to take into account when modelling interactions by: Actors, their Roles and their Positions 
in the organisational levels of operations, Information or Data, Communication device, Tasks and Operations, Time, and 
Location. 

 
 



 

 
Figure 5: Chronology of phases in rescue operations 

C. Interaction Model 

There exist several approaches and techniques to represent and formalise processes, activities, and interactions. Some 
techniques are based on business process models and diagrams while others are derived from multi-agent approaches. In this 
paper, we choose to adopt the approach that is based on business process modelling by using UML diagrams due to many 
reasons. The first reason is that process models and diagrams can be used to model dynamic processes, interactions, and 
sequences by taking several parameters into consideration. The second reason is that business process models enable the 
representation of information flow between different actors, which is important for modelling interactions. Eventually, the third 
reason is that process models and UML Diagrams are clear and easy to understand by domain experts. However, none of the 
existing UML diagrams allows representing interactions in a single model with taking into consideration all the previously 
defined parameters. To this end, we do a mixture of UML Collaboration Diagram, UML Activity Diagram, and UML Sequence 
Diagram (Glassey, 2008) to represent our model clearly in one diagram as shown in the illustrative example in figure 6. 
 

 
Figure 6: Interactions structure model 

In this figure 6, the proposed structure model is based on two axes, a vertical one representing time and a horizontal one 
representing locations. On the time axis, we can see the sequence of activities and actions with respect to time. Moreover, it 
allows the separation between different phases and sub-phases of an operation. These subphases are separated through different 
timestamps. While on the location axis, we can separate between different places in which an action occurs or an information 



 

is being shared or consulted. To this end, locations are separated horizontally through different columns. Furthermore, this 
model includes actors and their roles together with their position in the organisational levels of operations represented by an 
icon of a dummy person. This actor can execute a task represented by rectangles with rounded corners. To do that, s/he needs 
access to some information. In addition, any task can generate information to be exchanged with other actors. Information is 
represented by rectangles in the model. Moreover, the proposed model also includes the communication device used to 
exchange or visualise information. Indeed, three types of devices are used in rescue operations so that information is transmitted 
and received through three possible ways: Non-oral communication via Mobile phones represented by green mobile phone 
icons; Non-oral communication via desktops represented by blue desktop icons; And oral communication through radio devices 
and handsets represented by red circle icons. We notice that the proposed structure model aims only at representing the main 
parameters to take into consideration when modelling interactions. In addition, it is a general model that serves as a reference 
to illustrate the interactions through an interaction model and does not represent any specific case in rescue operations where 
several activities may run in parallel. 

After creating the structure model, we move to the last step, which is building up an interaction model for rescue operations. 
To this end, we adopt an approach based on French procedures and practices. We consider an incident causing one or many 
casualties and requiring the involvement of several actors from different services. Armed with their equipment and vehicles, 
intervention teams, composed of rescuers and Commander of Rescue Operations (CRO), access incident sites. They secure 
places, protect casualties, gather information and exchange it with operators, execute adequate actions, and finally transfer 
victims to a hospitalisation centre. In figure 7, we show a portion of the interactions model illustrated on the structure model. 
It represents actions, communications, and interactions during the on-site operations phase that begins at T3. Unfortunately, 
because of space limitations, we only present the firsts two sub-phases of on-site operations. We notice that in figure 7, blue 
arrows represent the sequence of tasks. Red arrows are used to show the relation between the tasks and the produced or required 
information if any. While black arrows are used to show the information flow between actors and thus between the 
organisational levels of operations. Moreover, in this figure, we highlight tasks that need the interaction and collaboration of 
multiple actors by underlining them. 
 

 
Figure 7: Interactions during on-site operations 

At T3.0, and after leaving their CIS, rescuers access the intervention site. They start by securing places, evaluating the initial 
situation, and searching casualties for protecting them. The first three steps in figure 7 represent these three tasks. Then, they 
gather first information about the incident and consult the history of the intervention to evaluate the real situation and act 
appropriately. Hence, they will have access to information related to accessibility, contaminated surface, involved victims, 
resources and environmental conditions, as well as the history of the intervention. This task is represented by step 4 in figure 
7. Based on this information, the CRO takes his first decisions at the operational level. In case of any problem, lack of 
information, or need for reinforcements, operators in CTA and CIS must be notified. Hence, the CRO fulfil s a situation report 



 

through a mobile phone and shares it with CIS and CTA operators who exist in CIS and CTA respectively at the tactical level. 
Those operators will thus receive and check the CRO report through their desktops and act according to it. Steps 5, 6, 7, and 8 
in figure 7 represent these tasks respectively. At T3.1, rescuers finish the first sub-phase consisting of accessibility, security, 
protection and information gathering, and a new sub-phase begins. The CRO, who exists in the intervention site at the 
operational level, makes new decisions and assigns tasks to other rescuers who start to carry out actions and operations based 
on the situation. This task is represented by step 9 in figure 7. From this figure, we can see how involved actors interact with 
each other depending on the actions and the situation. Moreover, we can see the needed or produced information in each step 
together with the device used to exchange it. From the model presented in figure 7, we can easily extract dependencies between 
Actor, Action, Information, Communication device, Operation phase, Location, and Time. In addition, we can simply see the 
information flow between the operational level and tactical level in rescue operations. Moreover, this model serves as a basis 
to define the communication requirements based on communication protocols defined in rescue operations and thus, to support 
the representation of situations. However, it does not cover all of the uncertainties that may occur in terms of activities and 
information since most of these uncertainties cannot be predicted in the aforementioned protocols. 

V. REQUIREMENTS FOR EFFECTIVE COMMUNICATION  

After having modelled interactions and communications, we move to the next step and we propose communication 
requirements that must be integrated in Rescue MODES for use by all actors involved in rescue operations. Those requirements 
should be respected in any system designed to be used by operational units. The importance of this step is that it serves as a 
basis in order to define specifications, architecture, and functionalities of the system to design. In addition, we present several 
existing communication systems used by French actors, and we show how each system meets these requirements based on their 
specifications. The reason behind focusing on French systems is that our model is based on French practices, which are slightly 
different in other countries due to differences in organisation, services, and actors. 

The definition of requirements is based on the obtained interaction model. To this end, it is proposed to take each element 
and parameter from the interaction model and to define requirements with respect to each parameter. The first set of 
requirements is based on the location parameter and consists in ensuring the communication between different locations. Based 
on the French practices, several actors belonging to different centres are involved in a rescue operation. These actors are 
geographically distributed and allocated to a location of the following types: intervention sites, hospitalisation centres, CTA, 
CIS, and CRRA. It is therefore necessary to ensure communication between actors regardless their location. Hence, we define 
five requirements with regard to different locations as presented in table 1. As we can see in this table, none of the presented 
systems meets all those requirements. Most of them focus on communications between intervention sites and CRRA for medical 
regulation purposes while communications between several locations within the same intervention site are not supported in any 
case. 
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Between CIS and CTA   X     X   
Between intervention sites and 
CIS/CTA 

  X X   X X   

Between several locations within 
the same intervention site 

          

Between intervention sites and 
CRRA 

X X   X X   X X 

Between intervention sites and 
hospitalisation centres 

X     X     

Table 1: Systems classification and requirements according to location parameter 

Some other identified requirements are related to communication type and supporting device. As discussed previously, it is 
assumed that several types of communication are supposed to occur between actors in rescue operations such as oral and non-



 

oral communication. Hence, the system should support any type of communication by providing the required communication 
device as shown in table 2. For instance, it must allow intervention teams to use mobile phones in order to exchange information 
with rescue centres. Unfortunately, table 2 shows that only one out of the ten presented systems supports the three 
communication types together.  
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Oral communication via radio, 
mobile phones and landlines 

X   X       

Non-oral communication via 
mobile devices, and PDAs 

X X X X X  X    

Non-oral communication via 
desktops 

X X X   X  X X X 

Table 2: Systems classification and requirements related to communication type 

Furthermore, we define requirements with respect to �D�F�W�R�U�V�¶ parameters. Since multiple actors from different services are 
involved in rescue operations, it is mandatory to allow each of them to use the system and to communicate with other actors. 
In this context, we identify requirements based on actors�¶ roles as we can see in table 3.  In this table, we can see that actors 
with a total of eight different roles participate in rescue operations. However, in our best knowledge, none of the existing 
systems considers more than five roles. 
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Driver    X   X    
On-site commander of rescue 
operations 

X X X X X X X    

Rescuers on intervention sites X X X X X X X    
Operator in CTA   X    X X   
Operator in CIS   X    X X   
Operator in CRRA X X    X   X X 
Medical regulator in CRRA X X    X   X X 
Doctor in hospitalisation centres X     X     

Table 3: Systems classification and �U�H�T�X�L�U�H�P�H�Q�W�V���D�F�F�R�U�G�L�Q�J���W�R���D�F�W�R�U�V�¶���U�R�O�H�V 

Moreover, participating actors have different roles with distinct grades and functions. These differences in roles result in 
differences in communication needs and permissions. For example, the conductor is not allowed to access medical information 
of victims while a regulator does not need to obtain operational information such as information about resources. It is therefore 
necessary to restrict communications and system functionalities �D�F�F�R�U�G�L�Q�J�� �W�R�� �D�F�W�R�U�V�¶�� �U�R�O�H�V and grades. In this manner, it is 



 

essential beyond the communication features to consider the information system access management. Surprisingly, most of the 
studied systems do not include authorisation management features as shown in table 4. 
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Role-based access management X     X     
Grade-based access management       X    

Table 4: Systems classification and requirement related to authorisation management 

Another important parameter to consider during communications is the information itself. Consequently, we defined several 
requirements with respect to this parameter. As it has been illustrated in the interaction model, rescue operations require the 
communication of different forms of data such as operational information on resources and cartography, as well as medical 
information like number and seriousness of victims along with their records. Hence, it is fundamental to allow the 
communication of different types of data. Thus, and in agreement with the rescue interaction model, we define different 
requirements based on the data type as presented in table 5. Unfortunately, this table shows that some data types are not 
supported in any of the studied systems such as information on specific dangers, requests for reinforcements, and environmental 
conditions. Moreover, table 5 shows that many of the communication systems studied does not take into account most of the 
data types that need to be communicated. 
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Incident type and time   X X   X X X X 
Intervention site: Address, 
Accessibility, Type 

  X X   X X X X 

General information about 
victims: Number, identification, 
gravity, status 

X X X X X X  X X X 

Specific dangers: Type, locations           
�&�H�Q�W�U�H�V�¶���F�D�U�W�R�J�U�D�S�K�\   X     X   
Material cartography   X    X X X X 
�3�H�U�V�R�Q�V�¶���F�D�U�W�R�J�U�D�S�K�\   X    X X X X 
Material to engage: Type, 
number 

  X     X X X 

Actors to engage: Identification, 
role, skills, function 

  X     X X X 

Problems related to unavailability 
and failures 

          



 

Engaged material and persons 
and their locations 

  X X   X X X X 

Date and time of intervention, 
departure and return of the 
rescuers 

  X X     X X 

Procedural guides  X X X X      
Interest points (Water resources, 
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Environmental conditions           
Evolution of the situation and 
occurrence of events 
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History of the intervention       X    
Requests for reinforcements: 
Materials, persons 

        X  

Actions executed X X X X  X   X  
Decisions (Tasks to do)  X        X 
Medical record X X X X X X   X X 
Vital parameters (real time 
medical data) 

X X  X       

Medical history of the victim X        X  
Hospitalisation centres: 
Locations, disponibility 

 X   X    X X 

Intervention reports X  X X       
Table 5: Systems classification and requirements according to supported data types 

The different pieces of information identified previously can be of various forms, which leads to other essential requirements. 
For example, rescuers might share photos or videos from the scenes to share a clear operational picture. Moreover, they may 
send voice messages to simplify their tasks by avoiding typing. Thus, actors should have the ability to exchange different forms 
of data through the system as shown in table 6. As we can see in this table, all of the existing systems support the communication 
of information in form of text. However, other forms of data such as photos and videos are barely supported. 
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Text X X X X X X X X X X 
Photo X          
Audio X   X       
Video X          
Signals (Electrocardiogram; 
Sensors) 

X X  X       

Table 6:  Systems classification and requirements according to supported forms of data 

Moreover, since rescue operations require the exchange of personal and medical information, it is fundamental to ensure the 
security of those communications. In other words, it is mandatory to guarantee the confidentiality, the reliability, and the 
integrity of exchanged information. For that reason, several techniques must be implemented such as the anonymization and 
encryption of data, data versioning, �D�V���Z�H�O�O���D�V���X�V�H�U�V�¶��authentication to prevent forbidden access. Table 7 shows the identified 
requirements related to data security and reliability. In this table, we can see that five out of ten systems do not integrate any 
of those techniques. Furthermore, none of the studied systems includes data versioning technique that is important for 
guarantying the integrity of exchanged information. 
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Guarantying secured exchange 
of information (anonymization, 
�H�Q�F�U�\�S�W�L�R�Q���R�I���G�D�W�D�«�� 

X     X  X X  

Securing access to the system by 
authentifying users 

X     X X X X  

Data versioning           
Table 7: Systems classification and requirements related to information security 

Eventually, with relation to time parameter, a vital need is allowing the communication during all phases of the intervention. 
Thus, the system should be designed in a way to serve actors from the beginning of an operation, during the emergency call, 
until its end and the return of intervention teams without the need to use another system. Different requirements related to this 
need are summarised in table 8. Those requirements are derived from the six main phases of an operation. As we can see in 
this table, only three out of ten systems support communications during all phases of an operation while other systems focus 
on communications during on-�V�L�W�H���R�S�H�U�D�W�L�R�Q�V���D�Q�G���Y�L�F�W�L�P�V�¶ transportation phases.  
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Alert   X    X X X X 
Engagement of adapted means 
and persons 

  X X    X X X 

Departure of rescuers   X X   X X X X 
On-site operations X X X X X X X X X X 
�9�L�F�W�L�P�V�¶���W�U�D�Q�V�S�R�U�W�D�W�L�R�Q X X X X X X X X X X 
Return   X X   X X X  

Table 8: Systems classification and requirements according to time parameter 

As cited in the related work and as it has been shown in this section, several communication systems already exist and are 
used by emergency actors inside and outside France. Unfortunately, none of those systems has succeeded in responding to all 
requirements. For instance, some of them focus on medical information while others give high priority to operational 
information. In addition, most of the existing systems are oriented for specific emergency services without considering other 
involved services. For example, some systems are oriented for firefighters while others are oriented for medical services. 
Moreover, almost all of the existing systems are commercial systems owned by different companies. A direct result of this 
situation is that the information is heterogeneous; they are stored in distinct data sources with distinct forms and semantics. 
This heterogeneity results in a deficiency of interoperability between the existing systems (Elmhadhbi et al., 2018). Therefore, 
it is almost impossible to combine the existing systems into one interoperable system that responds to all of the identified 



 

requirements. Based on the aforementioned reasons, a real need for implementing a new system that fulfils all the requirements 
was identified. Therefore, we introduced Rescue MODES, a system we aim to implement in order to support communications 
and situational awareness and that, in our beliefs, will meet all communication requirements. To this end, we modelled 
interactions with respect to activities based on a deep study of domain-related documentation. We also identified required 
elements to consider when modelling interactions in rescue operations and we used those requirements to design a structure 
model. Moreover, we applied the structure model to a rescue operation example in France and we proposed an interaction 
model. Finally, we defined communication requirements based on the obtained model as a mandatory step before defining the 
architecture and specifications of the system. Those requirements can serve as a basis for any other communication system to 
be implemented in rescue and emergency response domains. 

VI. CONCLUSION 

This work aimed to introduce Rescue MODES, a communication and information exchange system oriented to support 
situation awareness amongst French emergency actors in rescue operations. At first, communications and interactions in rescue 
operations were examined by studying practices based on domain-related documents and laws. After that, these interactions 
were modelled based on several mandatory elements, which were defined on the basis of an application ontology. These 
elements are location, time, actors and their roles, tasks, information, and communication device. The motivation behind using 
an ontology is two-folded; it serves as a guide to study and model interactions since it consists in repres�H�Q�W�L�Q�J���P�D�L�Q���V�L�W�X�D�W�L�R�Q�V�¶��
components and relations between them. It also helps ensure a common operational picture between stakeholders and thus to 
support situation awareness by unifying situations�¶ understanding. Moreover, requirements for effective communication in 
rescue operations were identified based on the proposed model and its main elements. Regarding the rescue model as well as 
the proposed requirements, an approach based on activities and procedures derived from rescue operations applied in France 
has been presented. However, the obtained results can be adopted for use and application in other countries since the main 
elements, parameters, and requirements are generic. 

As future work, we aim to validate the proposed model with a real case study in order to evaluate it by domain experts. 
Moreover, we will investigate the specifications and architecture of Rescue MODES in a way to meet the proposed 
requirements. To this end, we will study multi-agent architectures and their benefits in the design of the system. In addition, 
�Z�H�� �Z�L�O�O���D�E�V�R�O�X�W�H�O�\�� �F�R�P�S�O�H�W�H�� �W�K�H�� �S�U�R�S�R�V�H�G���P�R�G�H�O�V���E�\�� �R�W�K�H�U�� �P�R�G�H�O�V���R�U�L�H�Q�W�H�G���I�R�U���V�\�V�W�H�P�V�¶�� �V�S�H�F�L�I�L�F�D�W�L�R�Q�V���V�X�F�K�� �D�V���D�J�H�Q�W-based 
models. Moreover, we will inspect how mobile devices like smartphones can be integrated in these operations and accepted by 
actors due to their usefulness. This work will include a thorough study on the availability, integrity, and confidentiality of 
exchanged data. 
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