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Abstract? Efficient rescue operationsequire ahigh level of silation awareness among decisiorakers and first
responderdor the purposef achievingoperations successfully aneducinglossesMoreover,a common operational picture
between involved actors is required in order to support decisiaking.Thereforedifferentorganisationsand agenciebave
to collaborate, cooperate and coordinate their actiovith each otherHence,effectiveinteractiors and communication
between participants argital to fulfil these essential needdowever, emergency actors still lack backing to exchange
information effectivelyand ensurea commonoperational picturein order to reachshared situational awarenesBor this
reason, we aim to develop and implement Rescue MODES, a communication system oriented to support situation awareness
amongst French emergency actors in rescue operationshis paper we examineand analge DFWRUVY DFWLYLW
interactions, so that the system will basbd onthe real needs of actorsWe start by studyingand modding the
communications, ietractions, and information flow. This molied) is based on an application ontologihen we define
requirements for goodommunication in these operatiomsd presensome existing systems in France and how each system
respond to these requirements.

Keywords? CommunicationmrequirementsEmergency Servicemteractions Moddling, Ontologies,Rescueoperations
SituationAwareness

I. INTRODUCTION

In his lifetime each person is exposed to pass through distress situdiits particular events. Whether tteeg ofsmall-
scale such as car accidents gladma orf large-scalelike natural disasters or terrorist attaclkese eventsequireresponsive
operationscalled rescue operationRescueoperations consist Q VDYLQJ SURSHUW lakidWby D@@&ng'dubld/ LPV | O
organgations as well as private onds France,many public servicesrainvolvedin suchoperationsThey have tqrotect
victims byensuring their safetygecuringscenesprovidingfirst aids, andarrangingiransportation and evacuationaaelevant
place of receptiofiCazeneuv& Touraine 2015) Rescuers from variousrgansationshave to collaborateith each othem
order to achieve successful operatiolmsthis context, they need to cooperateach and understand situatigm®perly
Moreover each participant must be awaretlud situations andctivitiesof others despite the location of each ofiéerefore,
it is necessary to handéfficiently information exchangé order tomaintaina reattime operational picture foresponders
However,the ability to quickly gatherffuse, and exchangelevant informations still a challengeAn enormous information
flow has to be managed and most of the decisions are made babéglidormation. This complexity and information flow
may lead toriefficient interactiosbetween different actors, which can influence collaboration and situation awararesss
in (Saoutal et al. 2014) reported that ineffective communication between actors can lead to misunderstazaihg
misinterpretatiorof a situationwhich carcausea lackof awarenesaboutit DQG DIIHFW Y .LASs&dsiants fommahiyWw \
realincidentsunderlinechallengef unsuccessful information exchanigetween engaged respondansl their consequences
on theoperationgputcomesFor exampleconcluding reporten the terror tiacks on Novemberl3, 2015n Francerevealed
major communicatioissuesbetween differenservices According to this report,ach service focused ats own information
and several victims on two different sites were not evacuatdidhedueto a lack of coordinatio(Fenech & Pietrasanta, 2016)
Consequences of communication problems are not limited to tagaedingW KH YLFWLPVY OLYHV ,Q VRPH FL
can threatethe actors themselves. On September 4, 2018, a French firefighteilledsrkParis by amunstablevictim during
his evacuation. The reason behind this accident was a lack of communication between medical services and freKguter® J
the call transfer, medical services did not provide sufficient information abeweriousnessR1 WKH VistatetDWY LR Q
firefighters chief{Décugis & Pelletier, 2018)

To deal withthese challengesye propose to suppocbmmunications and interactions between different agtossder to
reinforcesituation awarenessience, we look forward to desigmd implement @ommunicatiorsystemaiming tosimplify
information sharing in rescue operatiorhis system is referred to MODES that stand®r M edical andOperationalData
ExchangeSystem for Rescue Operatioria order to be usetly operational units for the support of their tasks, taslly
required tostudy and analys® FWR UV Y DFWLY L WWeéthusBh@i€linLtigsvigap elimdrabtiofs @atween actoasd
propose modéhg requirementsin addition we proposecommuncation requiremets to be ensured by the systdrased on
the obtained modeTlhe aim of passing through these steps @tposea usable system based 6hbHD O VWDNHKROGHUYV

The remainder of thipaper is divided ito six sections.In sectionll, we provide more details on situation awareness,
interactions, and communication problems in rescue operations. Section Il discusses the related nevidvanthe state of
the art In section 1V, wedescriberescue operations in Franaad present rege interaction modelThen in section V,we



discusghe practical requirementsaha communication system needs to fulfiamoperational contéxEventually section VI
concludes the paper.

Il. AWARENESS INTERACTIONS AND COMMUNICATION PROBLEMS

In rescueoperations establishinga high level of situation awareneissfundamentato lessen ndesirable consequences.
Situation awarenessasdescribedasperceivingthe practicesof others, whiclgivesa settingfor your ownpracticegDourish
& Bellotti, 1992). Anotherdefinition wasproposedby Endsley in which she specifigbreerequired steps toward attaining
situational awarenegEndsley, 2001)The first step requires perceiviag relevantfactors that featura situatiortogether with
their status and dynamicEhe second stejmvolvesthe comprehension of these fastatheir sensesnd relations, whiléhe
third stepconsists in predictingboutW KH VL W X D W in Bn@1fedr fdtde H ieveiké dRu@tion awareness canéxpressed
as the outcome of knowinghat isgoing on arounénd serves as ttieundation for decisiommaking Unfortunatelyreaching
a high level of situation awareness is one of the most problematic dutiesyractivities and one of the most challenging tasks
for rescue actorChehade et gl2019) It requiresmanagingliverseactivities such agteractionrandcommunicationHandling
effective communicatiasis mandatory in rescue operations since it is the only wagtablish a common operational picture
between actors through exchangimiprmationaboutsituationscasualtiesresources, and locatior8y sharing these and many
other informationa comma background about the @oing operation can be shared by all agtetsch essentially consists of
the two first steps of the aforementioned definitidowever, handlingffectivecommunicatiorin rescue operationgmains a
challenging problemSeveralrecent studies revealersistentcommunication problems in rescue and emergency response
domairs (Steentveit & Radianti, 2019)This is due to many reasorsrst of all, the mostcommondifficulty is the highly
dynamic aspeadf contexts and situation€onsequentlya continuousommunicatiorhas to be maintaineavhich entaik a
large amountof information to be trasmitted, derivedand processedecond effective communicatiorrequires a common
interpretationof the informationby different entities In rescuingiit is difficult to meetthis requirement sinceach operation
requires the engagement of multiple actégeryone involvechas hisown professionabackground and experience level
Finally, informationexchangediuringthose operationsan takalifferentforms and typed=or exampletican be irtheform of
texts, photosaudics or videosand t can beoperational, spatiaBndmedical Thisheterogeneityn data types and fornrmakes
the activity of actordifficult. Figurel showsan example of a rescue operation case after a car accaleihgcasualties
Derived from French practicghis exampleshowsthatseveral orgasations and actors are engaged single rescue operation.
As we can see in this figurdndseactorsexeaite their tasks ancommunicatean enormousolume of information like medical
and operational information
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Figure 1: Information flow and involved actors in a rescue operation

All the aforementioned difficulties in situation awareness lead abdosesupporing interactions and communicatisim
rescue operations



I1l. RELATED WORK

The improvement of communication and information sharing in rescue operations has been thentoperafis studies
over the past decad@sumeroussolutionshave been developed attemptingstilve serious problemghat lead to inefficient
decisionmakingsuch as lack of situation awarenessl ineficiency in information sharingn this contextseveal systems
were developetb support informatin exchange and communicatigieissner et al 2006)proposedViKoBOS asystenthat
aims atensuring aeliable data exchange betwetdfierentlocationsduring emergency responsg&se proposed systeemables
rescue teams to share operational information such as situgpiots andavailable resourceslowever, medical information
about victims, which is an important parameter in rescuifag, not considereih this systemSimilarly, (Mallek et al., 2016)
proposed an information exchange system to be implemented inhFaemzulances. The objective of this solution was to
IDFLOLWDWH H[FKDQJHV EHWZHHQ PHGLFDO UHJXODWRUV LQ KRVSLWDOV D
transportation. However, this system focuses on medical information withag tate account other important information to
be exchanged in rescue operations such as contextual and operational infoMwmtorer, seval studies have beearried
out toimprove situation awagness in rescue operatio®mme researchers worked identifying information needs as a first
step toward supporting communicatiordeawarenesd-or instancea study was conducted (Yang et al., 20090 identify
information requirements for emergency respats®rding to actor§oles Unfortunately,dentified requirementaere limited
to thoserelated toon-site responders without considering other acfor® H Gtk researchers chose to support awareness in
suc operations by using ontologid-or examplean ontologybased system was proposedJaved et al., 201%p support
team situation awareneby unifying situation understanding between participaltereover a domainontology has been
proposedHowever, the obtained ontology does mmlude corcepts related to victims and medical informationthe same
conext, a first study was done ghehadest al., 20182019)that aimed to support communication and data interpretation and
thus to enhance awareness in rescue operafiorthis end, an application ontology, leal ResOnt, was proposed. However,
the presented work was limited to the creation of the ontology.

On the other handesearch omodellingprocesses;ommunicationsand interactions in emergency response and rescuing
has evolved latehSome researchetised methodologies based on business process modelling teclamid gésgramgSaoutal
et al., 2014)conducted a study tdetermineproblems related tinformation exchange imter-organigitional emergency
responseThey also modelled communication between dfer stakeholderby using UML diagramsOne limitation of the
proposed model is th#tdoes not showhe destinations and sources of informatio the same contexfNunavath & Prinz,
2015)choose to model the emergency management process in NorwesnigyBusiness Process Modelling Notati®his
work aimed at supporting coordination and information shdrgtgieen different stakeholders involviacemergency response
To this end,an emergency management model was proposed showing the sequence of different tasks together with the
responsiblestakeholderUnfortunately the requirements for eagharticipatingactor in terms of information were rtaken into
consideration in the aforementioned moditgnce, the proposed model cannot serve as a basis for anagdifigrmalising
interactions between different actoBther studies were based on methodologies oriented for agent architécracest study
was conducted byChaava et al.,2017)to model crisis management proceduaesd interactionsbetween different actoiia
order to propose a flexible and usable crisis management sy&iehis end, three different models were propdseskd onhe
GAIA methodology(Wooldridge et al.2000)oriented for multiagent architecture¥he firstmodelis anenvironmental model
that identifies different conceptslatedto crisis managemesuch asnfragructuresand resourcet®gether with the information
related to each concepithe secondnodelis arole modekhat includes different tasks with the associated resporasitile This
modelalso highlightghevarioustasks that requiriteractions between different actovghile the thirdmodel is arinteraction
model thaillustrates communications between different actor€fortunately the information flow between different actors is
not shown in the interaction model. Moreoveg tole model does nditustratethe sequence of different tasks.addition,
dependencies between tasks and informatiaihose betweetheroles of actors and information are not shown in any of these
models.Therefore, the use of these models istithand requiregurther analysis.

Yet, in most of the countriespmmunication during rescue operations is still limited to oral communicasiog radio
devices.Regarding the French castespitethe large number of existintbmmunication systenthat areoriented for rescue
actors(Appligos, n.d-a, n.d:b, n.d-c; Nomacec, n.d.Mallek et al, 2016; Séguret, 2018; Sis, nal.n.d:b; Systel, n.d.;
TplSystemes, n.d.yecentstatistics show that the majority of information exchaigstill oral (Mallek et al, 2016) Indeed,
most of the existing systems are not fully accepted by actors since they are limited to some functionalities or are developed
without examining the real needs of actor; addition,a lack ofinteroperability between the different existing systems is
underlined which makes the use of these systems more complitairmtiadhbiet al.,2018) Moreovet none of these systems
meets all the identified requirements for effectteenmunicationFurther details are given gection \V In our opinion, the main
reason behind thiproblematicis that the definibn of interaction and data flows in rescue operations is not complete.
Subsequentlythe information that an actorassumed to providend receivés not clearTo deal withthese issuesve introduce
a communication systero support participant actgreamely Rescue MODES. Wamalyse interactions and communications
and modethem basedn several parameter&n application ontology related to rescue is used to support the model as a source
of main conepts. More details abotltese elementrediscussed in Section I\WMoreover,we identifyessential requirements
for a good comunication inrescue operationt addition, we present several existing communication systems used by French
actors, and we shw how each system meets these requirements based on their specifications.



IV. MODELLING INTERACTIONSAND COMMUNICATIONS

As mentionedabove, ouraim is to design and implemeran information sharing and communicatisgstemfor rescue
operationsn France To this end, a key first step consistsaimalysing communications and interactiomsthese operations
throughthe study oflocumentsreportsand kgislationrelated tahe domain. This study allows toidentify different services
as well as their missiongo analyse proceduresand to link thesenissionswith interactionsln addition we identifyrequired
elementsand parametert® be taken into accoumthen modelling interactions in complerntextssuch agescue operations
ard we proposa structure model. In this section, we give more details absctie operations in Frandéie services involved
and their missionsAfter that, we presentequirements for modelling interactiomsd the used ontology to define them.
Eventually, based on this ontology, an interaction modebisgsed and presented in detalil

A. Regue operations in Francénvolvedservices

Before analging any activityor procedurgit is fundamental to identifiactors and servicethat are involvedn these
activities Moreover this process of comprehensive identificatisnalso the basifor modelling communications since it
identifies dfferent entitiesthat handlethese communications and interactiolms France rescue operations are missions of
firefighters known ad.ocal Services for Fire and Rescue (SDIS), and medical serviceallgol Urgent Medical Assistance
Services(SAMU). A detailed referential has been published by the French state to clarify misembnesponsibilities
(Cazeneuve & Towing 2015) SDISare responsible farecuring, protectiy firefighting, evacuating and transporting victims
while SAMU are asked to provide medical helpr victims in emergenciesin addition a detailed description of the
organiation and hierarchy of each servic@issentedh thisreferential Each SDIS and SAMUs composed of seral centes
and services that manage distinct tasks and duties. For exangi®S iscomposed o$everal Call Processing Cesgt(CTA)
thatreceiveandprocesslerts, choose matersehnd persons to engage with respto the nature of calls, manage resources,
and ensure communication with other serviddsreover,each SDIS possesses several Fire and Rescuee¢0iiS)
responsible for enggng and sending resources chosen lByG A to the intervention sites, communicating with intervention
teams, andsending reinforcements if necessa®ymilarly, each SAMUhas several Call Reception and Dispatch G@sntr
(CRRA) that receive callsprovidle PHGLFDO OLVWHQLQJ WKURXJK PHGLFDO UHJXODWRL
hospitalsation centes (Chehade et al., 2018l these service and centres have to cooperate and communicate in order to
accomplish their missions and dut@smultiple organisational levels as shown in figure 2.
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Figure 2 shows a model that includes the organisational levels in French rescue operations, the composition of eath level, an
the general flow of information between these levels and within each fs/@le can see in figure 2, in tik@ench context,
the hierarchical chain of command is composed of three main levels: The strategical level, the tactical level, anddhal operat
OHYHO 7KH VWUDWHJILFDO OHYHO FRQVLVWYV RI SXEOLF Dexoperatodd. WheiHV | P H
main mission consists in fixing the strategy of the response. The tactical level consists of doctors and member staff in
hospitalisation centres as well as operators and regulators in operational centres represented by: CTA ©Opeaditors i
Processing Centres (CTA) of FireFighters (SDIS); CIS Operators in Fire and Rescue Centres (CIS) of Firefighters (SDIS); And
CRRA Operators and medical regulators in Call Response and Dispatch Centres (CRRA) of Emergency Medical Services
(SAMU). Whekas, the operational level consists of the commander of rescue operations (CRO) and rescuers in the intervention
site. The implication of the strategical level is limited to lasgale operations such as crisis management anddaeyes
emergency respaees. However, in the case of small scale rescue operations, which are the main interest of our work, most of
the operations and communications take place at two levels only: The tactical and the operational level. Hence, weelave focus
our work on analysig and modelling communications and interactions between the tactical and the operational levels.

After having identified participating services in rescue operations, their missions, as well as their activities, lettas move
the modelling phasds a first step, one needs to identify modelling requirements and model components. Therefore, we request
several requirements and we propose an interaction model.

B. Requirements for motimg Interactions

The principal purpose aiurmodel isto represeninteractions and information flow in rescue operations and then to provide
a solutionthat aims aenhaning situation awarenesRelated to awarenesgaching its highest leve¢quiresperceiving all
factors of a situatiomwithin a volume of space ariiine as well as understanding their sensesralations.Furthermoreit is
fundamental to determine each and evaigvantinformationthat informs on a situatioas a first step toward supporting
communications Therefore, identifying situation elements and relevant information is the firsthsi@ging to improve
situational awarenesshese are the essential elements to take into acedwamt modelling processes and interactions

Ontologies can be greatly beraéil to charactese and represenihe main elements of a situatias well as relationships
between them(Chehade et al., 2019)The term Ontology waslefined by Gruber as®an explicit specification of
conceptuak D W L(BiQber, 1993)Thus we base our work oan ontology as an entpoint for modelling and supporting
awarenessl herefore we takeResOnt ontology thatas proposed ithework of (Chehade et al., 2019, 2018) asfundamental
source to identifgherequired elementfRResOnt ontology was creatbg adoptingthe three steps methodology proposed by
(Bachimont et a).2002. It follows the classificatin of the toplevel ontology SUMQ(Peaseet al, 2002)and reuseslasses
from five existing ontologiesEmergel ontology(Azcona, 2013)the emergencyesponse ontologgLi et al., 2008) EDXL-
RESCUER(Barros et al., 2015the emergency ontologyru et al, 2008) and SAW ontology¥Matheus et al., 2005Y he
main interesof ResOntis to support situation awareness and communication in rescue opetstiensuringa common
operational picture and shared situation understanding between different stakeMudeoser it deals with all components,
aspects, and factons rescue operatiorsich asctors, orgamsations,tasks and materiald-igure 3 shows the classification of
the core concepts defined irfOntthatwasimplemented in Protégeoftware(Musen, 2015)
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Anotherreason behind choosing ResOnt is that it takes communication and situation related information into consideration and
those are important parameters for modelling itgvas.Figure4 representa graptderived from the ontologyh®wing some

main concets and relations between them.
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Figure 4: Graph extracted from ResOnt Ontology

For example, anctor takes palih anorgansation Each actor haseverakharacteristics represented by hige, skills, grade
and functionDepending on these characteristidhgsexecutespecifictasks and etions that are scheduled amé and take
place in differenspatial regionsForthat,s/heuses raterids that have their ownharacteristics likavailability and statusin
order to achievédnigher tasks successfullys/heexchange data with other actors. Thisath iscommunicatecn ime and
informs on situation related informatipmhichis the mairinterest inour work.For instance, itan inform orvictims, situation,
task,material, and everthat takes placin certain temporal and spatial reggon

Based on these concepts and relations, we identify the required elements to build up a comprehensive interaction model in
rescue operations. The first element to take into accouxttass,their Roles and theirPositiors in the organisationalevels
of operatios. Any rescue operation requires the engagement of many persons who can play distiraxtaalding to their
functions, skills, and position in the organisational level$ierefore, making the difference between various adors
organisationalevels of operations isnportant for modellingThe secon@lemento consider ithetasksand actions executed.
Every actor has to accomplish different actions in order to fulfil his responsibitieseactionsare of responsibility of single
actors andnay produce or requirgituation related information while other actiareedthe interactio and collaboration of
multiple actors and generate an information flow between th&ance, it is also important tmnsder themsincemost of the
interactions are based on these actibmour model, we refer to actions and activities@yerationsand Tasks Another
primary element i®ataor Information This is the foundation of interactions and situation awareittéastructs on situations
and all the perceed elements in an environment. In this context, specifying which informatimingsharedor consultedat
each step is vital in modelling interactiohs.addition exchangingand consultinghis informationrequireusingappropriate
communication toolsConsequentlyit is also cruciato identify theDevicethatenablesommunicatiortogether with the type
of communicationFurthermoreactorsinvolvedin rescue operati@are geographically separat&&bmeof them are present
in intervention sites like first responders, while others stay in dispatch or rescuss.céatalready explaingdoperations,
tasks and communicationtake placeat differert locations It is thereby requiretb distinguish betweedistinct Locations
when modellingFinally, it is of the highestimportance to considéfimeparameter since rescue operations are dynamic and
evolve continuously with time evolutiohis dynamicaspectalters the state of other situation elements such as tasks and
situation informationHowever, modellingcomplex process such as rescue operatipmghile taking into account time
parameter is explicitly challengingNunavath & Prinz, 20153tate thamodelling complg and dynamiactivitiesrequires
splitting those processes into many phases and separating them with respectTh¢iratare, we split a seue operation into
severalmain phases including each myasubphases and we illustratieeir chronology on a timeline as shown in figh. As
we can se this figure a rescue operation can be split into six principal phases: alert, involvement of persons and resources,
departue to the incident site, e LWH RSHUDWLRQV YLFWLPVY WUDQVS Rt/Mom&ELIRPe DQG |
above, we can summarise elements to take into account when modelling interactixtsisytheir Rolesand theiPositions
in the organisational levels of operatiomsformation or Data, Communication devigelrasksand Operations Time and
Location



Figure 5: Chronology of phases in rescue operations

C. InteractionModel

There existseveralapproaches and techniques to represent and formalise processes, aetndtiederactions. Some
techniques are based on business process models and diagrams while others are derived-figentrapproachem this
paper, we choose to adopt thepoachthat isbased on business process modelling by using UML diagrams due to many
reasons. The first reason is that process models and diagrams can be used to model dynamic processes, ardractions
sequences by taking several parameters into consaerdhe second reason is that business process models enable the
representation of information flow between different actors, which is important for modelling interactions. Eventudllyl the t
reason is that processodels and UML Diagrams acdear anl easyto understand by domain expertdowever, none of the
existing UML diagrams allows representing interactions in a single model with taking into consideration all the previously
defined parameters. To this end, we do a mixture of UML Collaboratiagr&n, UML Activity Diagramand UML Sequence
Diagram(Glassey, 2008)p represent our model clearly in one diagram as shown in the illustrative example in figure 6.

Figure 6: Interactions structure model

In this figure 6, theproposed structure model is based on two axes, a vertical one representing time and a horizontal one
representing locations. On the time axis, we can see the sequence of activities and actions with respect to time. tMoreover, i
allows the separation betwedifferent phases and spihases of an operation. These subphases are separated through different
timestamps. While on the location axis, we can separate between different places in which an action occurs or an information



is being shared or consulted. Tfas end, locations are separated horizontally through different collrarthermore, this
model includes actors and their roles together with their position in the organisational levels of cpeateseted by an
icon of a dummy persoihis actorcan execute a task represented by rectangles with rounded corners. Toslbahateds
access to some informatiolm. addition any task can generate information to be exchanged with other actors. Inforimation
represented by rectanglé@s the model Moreover,the proposed modedlso includeshe communication devicaised to
exchange or visua informationlndeedthree types oflevicesare used in rescue operatigosthat information is transmitted
and received through three possible wadysn-oral communication via Mobile phonespresented bgreen mobile phone
icons; Non-oralcommunicatiorvia desktops represented tlyedesktop icog; And oral communication through radio devices
and handsstrepresented by red circle icotWe notice tlat the proposed structure model aims only at representing the main
parameters to take into consideration when modelling interactions. In addition, it is a general model that servesra®a refere
to illustrate the interactions through an interaction madael does not represent any specific case in rescue operations where
several activities may run in parallel.

After creatingthe structure modelye moveto the last step, which muilding upan interaction model for rescue operations.
To this end we adoptan approach basexh French procedures and practicée consideran incident causing one or many
casualtiesand requiring the involvement of seveaaitors from different services. Armed with their gmuént and vehicles,
intervention teamscomposed ofescuers and Commander of Rescue Operations (GROgss incident sites. Thegcure
places, protect casualties, gather information and exchange ibpéttators execute adequate actions, and finally transfer
victims to a hospitasationcente. In figure 7, we showa portionof the interactions model illustrated on the structure model.
It representactions, communicationand interactionsluring the on-site operations phase that begins at UBfortunately,
because o$pace limitations, wenly presenthe firss two swb-phases of osite operationsWe notice that in figure 7, blue
arrows represent the sequence of tasks. Red arrows are used to show the relation betweesrthéhmpkeduceor required
information if any. While black arrows are used to show the information flow between actors and thus between the
organisational levels of operat®rMoreover,in this figure,we highlight tasks thateed the interaction and collaboration of
multiple actors by underlining them.

Figure 7: Interactions during orsite operations

At T3.0, and after leaving their Clscuers acceseintervention siteTheystart by securing placesvaluating the initial
situation, andsearching casualties for protecting thére first three steps in figuierepresenthese three task$hen they
gather first information abouhe incidentand consult the history of the interventits evaluatethe real situation and act
appropriatelyHence, they will have access to inforipatrelated to accessibility, contaminated surface, involved victims,
resources and environmental conditions, as well as the history of the interv&himtask is representdxy step 4in figure

7. Based onthis information, the CRO takes his first decisiorat the operational leveln case of any problem, lack of
information, or need for reinforcements, operator€TA and CIS musbe notified Hence, the CRQuIfil sa situation report



througha mobile phoneand shargit with CIS and CTA operatonsho existin CIS and CTA respectivelgt thetacticallevel

Those operators withusreceive andheck the CRO report through their desktapdact accordingo it. Stepss, 6, 7, and 8

in figure 7represent these taskaspectively At T3.1, rescuers finish the first syihvase consisting of accessibility, security,
protection and information gathering, and a new-giase beginsThe CRO,who exists in the intervention sitat the
operational levelmakes new decisionstad assigns tasks to other rescuers who start to oatgctions and operations based

on the situationThistask is represented by st@n figure 7. Fromthis figure, we can see how involved actors interact with
each other depending on the actiansithe situationMoreover, we can see the needed or produced information in each step
together with th@eviceused teexchange itFromthemodelpresented in figur@, we can easily extract dependencies between
Actor, Action, Information Communication deee, Operation phaséocation and Time.In addition, we can simply see the
information flow between theperational level and tactickvel in rescue operationsloreover,this model serveas a basis

to define the communication requirements basecbommunication protocols defined in rescue operations and thus, to support
the representation of situatiortdowever, it does not cover all of the uncertainties that may occur in terms of activities and
information since most of these uncertainties canagirkdicted in the aforementioned protocols.

V. REQUIREMENTSFOREFFECTIVE COMMUNICATION

After having modelledinteractions and communications, waove to the next ste@nd we propose communication
requirementshat must be integrated Rescue MODE $or useby all actors involved in rescue operatiohsose requirements
should be respected in any system designed to be used by operationdlhanitaportancef this step is that it serves as a
basis in order to define specifications, architecture fanctionalities of the system to desidgn addition we presenseveral
existing communication systems usgdHsench actors, and we shtmw each system mexthese requirementmsed on their
specificationsThereason behinébcusingon French systemis thatour model is based dfrenchpractices whichareslightly
different in other countries due to differences inamigation, servicesand actors.

The definitionof requirements ibased on the obtained interaction model.this endit is proposedo takeeach element
and parametefrom the interactionmodel andto define requirements with respect to each parametée first set of
requiremergis based onthelocationparameter and consistsénsuring the commuration between differedbcations Based
on the French practices, several actors belonging to differenegent involved in a rescue operation. Thastwrs are
geographicallydistributedand allocated to a location of the following typigervention sites, hospitatition centes, CTA,
CIS, and CRRAIt is therefore necessary to ensure communicdt@ween actorgegardless their locatiohlence we define
five requirementsvith regard to differentocationsas presenteth table 1.As we can see in this table, none of phhesented
systems meetl those requirementdlost of them focus on communications between intervention sites and CRRA for medical
regulation purposeshile communicatios between several locations wiitithe saméntervention site araot supportedn any
case.
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Tablel: Systems classification and requirements according to location parameter

Some other identified requirements aedated tocommunication typ@nd supporting deviceAs discussed previouslyt, is
assumed thateveral types of communication are supposezttorbetween actors in rescue operatisnsh as oral and nen



oral communicationHence, the system shoudpport any type ocfommunicatiorby providingthe requireccommunication
deviceas shown in table. For instance, it ma allow intervention teams tese mobile phones in order to exchange information
with rescuecentes. Unfortunately table 2 shows thabnly one out of the ten presented systems supports the three
communication types together.
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Table2: Systems classification amdquirements related to communication type

Furthermore, we defineequirements with respect tb F W pataividles. Since multiple actors from differerservicesare
involved in rescue operationisjs mandatory to allow each of them to use the system@oommunicate with other actors.
In this context, we identifyequirementdased oractorsfrolesas we can see in table & this table, we can see that actors
with a total ofeight different roles participate in rescue operatidimwever,in our best knowledgajone of theexisting
systens consides more than five roles.
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Doctor in hospitalisation centres X X

Table3: Systems classificationand HTXLUHPHQWY DFFRUGLQJ WR DFWRUVY UROH

Moreover, participatingactors have differentoles with distinctgradesand functions These differences in roles result in
differences in communication neegisd permissionsg-or example, the conductor is not allowed to access medical information
of victims while a regulatodoes noheedto obtain operationahformation suctas information about resourcéisis therefore
necessary toestrictcommunications and system functionaliti®sF FRU G L QJ W RanD Gradesth \fHis kdahekt s



essential beyond the communication features to consider trenation system access managem@uatprisingly, most of the
studied systesdo notincludeauthorisatiormanagemerfeaturesas shown in table.4
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Table4. Systems classification amdquirement related to authorisation management

Another important parameter to consider during communications is the informationGzetiequently, we defined several
requirementwith respect tahis parameterAs it has been illustratkin the interaction modetescue operationgquirethe
communication of different forms of data such as operational information on cescamd cartography, as well mgdical
information like number and seriousness of victims along with their recdrdsce, it is fundamental to allowthe
communicationof different typesof data.Thus, andin agreementvith the rescue interactiomodel, we definaifferent
requirementdased orthe data typeas presented in table Bnfortunately,this table shows that some data tyjpes not
supported in angf the studied systems such as information on specific dangers, requests for reinforcements, and environmental
conditions.Moreover, table Shows that many of the communication systems stlidoes not take into accounbst of the

data types that need be communicated
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Intervention site: Address, X X X X X
Accessibility, Type
General information about
victims: Number, identification, X X X X X X X X X
gravity, status
Specific dangers: Type, location
&HQWUHVY FDUWRJ X X
Material cartography X X X X X
SHUVRQVY FDUWRJ\ X X X X X
Material to engage: Type, X X
number
Actors t_o engage: Identification, X X X X
role, skills,function
Problems related to unavailabilit
and failures




Engaged material and persons
and their locations
Date and time of intervention,
departure and return of the X X X X
rescuers
Procedural guides X X X X
Interest points (Water resources
KRVSLWDOV« DQG
Contaminated surface
Environmental conditions
Evolution of the situation and
occurrence of events
History of the intervention X
Requests for reinforcements:
Materials, persons
Actions executed X
Decisions (Tasks to do)
Medical record
Vital parameters (real time
medical data)
Medical history of thevictim
Hospitalisation centres:
Locations, disponibility
Intervention reports X X X
Table5: Systems classification amdquirements according to supported data types

X | X X| X
x

Thedifferentpieces ofinformation identified previously calpe ofvariousforms which leads to other essential requireraent

For example, rescuers might share photos or videos from the scenesta slear operational pictuigloreover they may

send voice messagessinplify their tasks byavoidng typing. Thus, actors should have the ability to exchange difféoemts

of data through the system as shown in tabfes@ve can see in this table, all of the existing systems support the communication
of information in form of text. However, other forms of data such as photos and videos are barely supported.

0 Q) ) 0 |3
g e o ) > 4 > o |& >
3| 3 5 | o C 21 2 |&o
3 3 = =4 S () o ) =
2 El&|=z|zl Y s] 25 |¢e3
— 2 = 1 > - 1
System z8 | g |2 /8|8 2z |2| a| 2|28
— - = &) .
S+ 25| 512 |g| @2 ||| T |28
% g "_G; & 'a % E % a2 w |2+
83 |83 | 2|2 |8|a |5 | &3] 2 |22
oD B o o 3 S %) o 2 S |83
=3 o £ 7 o+ Q * 3 > T =
S5 o ~ o ’% (0] (@] D - a =z
o 21 s | 3|2 € > m| 3 |80
Form of data =3 «% T |z 3 S z & 1oz
) - - o RS > =]
9 55| 2|8 v | 2 |agd
3 2| 2|8 5 Tl E e
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Photo X
Audio X X
Video X
Signals (Electrocardiogram; X X X
Sensors)

Table6: Systems classification and requirements according to supported forms of data

Moreover,since rescue operations require the exchange of personal and medical inforinaifimdamental to ensure the
security of those communicatiank other words, iis mandatory to guarantee the confidentialitye reliability, and the
integrity of exchanged informatiorkor thatreasonseveraltechniquesnust be implemented such & anonymkation and
encryption of datagdata versioningD V. ZH O O auMedtivatdu Wofprevent forbidden accdsble 7 showsheidentified
requirementselated todata security and reliabilityn this table,we can see thdive out of ten systems duwot integrateany

of those techniqueskurthermore,none ofthe studied systemsincludesdata versioning technique that is important for
guarantying the integrity of exchanged information.
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HQFU\SWLRQ RI GD
Securlng access to the system X X X X X
authentifying users
Data versioning

Table7: Systems classification amdquirements related to information security

Eventually with relationto time parametei vital needis allowing the communication duringll phases of the intervention
Thus, the system should Hesigned in a way to serve acténem the beginning of an operatipduring theemergency call
until its endand the return of intervention teamihout the need to use another systBifferent requirementselatedto this
needaresummarsedin table 8. Tleserequirementsre derived fronthe six main phases of an operatiés. we can see in
this tableonly three out of ten systemssipport communications during all phases of an operation wthikr systemgocus
oncommunications duringnr VLWH R SHUDW L tRa@syortatipG piasdsW L P V
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Departure of rescuers X X X X X X
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Return X X X X X

Table8: Systems classification amdquirements according to time parameter

As cited in the related work arab ithas been showin this section, several communication systems already exist and are
used byemergency actolisiside and outside Franddnfortunately,none of thee systemmhas succeeded in responding to all
requiraments. For instance, some of them focus on medical information while otjiges high priority to operational
information.In addition, most of the existing systems are oriented for specific emergency services without considering other
involved servicesFor example some systems are oriented for firefighters while ctlaee oriented for medical services.
Moreover, almost all of the existing systems are commercial systems owned by different condpdiriest. result of this
situation isthat he information is heterogeneoukgey are stored in distinct data sources with distinct forms and semantics
This heterogeneity results in a deficiency of interoperability between the existing sy&kenmadhbi et al., 2018 herefore
it is almost impossible to combine the existingtegss into onanteroperablesystemthat responds to all of the identified



requirementsBased on the aforementioned reasan®al neeébr implementing a new systetiat fulfils all the requirements

was identified Therefore we introduced Rescue MODE & system we aim to implement in order to support communications
and situational awarenessd that, in our beliefs, will meet all communicatigguirementsTo this end we modelled
interactions withrespet to activitiesbased on a deep study @édmainrelated documentatione alsoidentified required
elements to consider when modelling interactions in rescue operations arsgadvihose requirements to deségstructure
model. Moreover,we applied the structure model to a rescue operation example in France amdpesedan interaction
model.Finally, we defined communiation requirementbased on the obtained modeal a mandatory step before defining the
architecture and specificationstbe systemThose requirements can serve as a basis for any other communication system to
be implemented in rescue and emergency response domains.

VI. CONCLUSION

This work aimedo introduce Rescue MODE®, communication and information exchange system odetatesupport
situation awareness amongst French emergency actors in rescue opéafimiscommunications and interactionsrascue
operationswvere examinedy studyingpracticeshased ordomainrelated documents addws. After that these interactions
were modelled based on sevemndatoryelements, which were definazh the basis ofn application ontologyThese
elements artocation time, actors and their roles, tasks, information, @mmunication devicel he motivationbehird using
anontologyis two-folded it serves as guideto study and model interactions since it consists in rdp@3W L QJ PDLQ VLWX
componentsand relations between thehhalsohelpsensure a common operational picture between stakeh@ddtbusto
support situation awareneby unifying situationgunderstandingMoreover requirements for effective communication in
rescue operainswere identifiedbasedon the proposed modehd its main elementRegardinghe rescue models well as
the proposedequirementsan approach basexh activities and procedures derived from rescue operations applied in France
has been presenteHowever,the obtainedesultscan beadopted foruse and appdiationin other countries sincdéi¢ main
elements, paraetersand requirementare generic.

As future work, we aim to validate the proposed model with a real case study in order to evaluate it by domain experts.
Moreover, we will investigate the specifications and architecture of Rescue MODES in a way tthenpebposed
requirements. To this end, we will study migtient architectures and their benefits in the design of the system. In addition,

ZH ZLOO DEVROXWHO\ FRPSOHWH WKH SURSRVHG PRGHOV E\ RWKbkEd PRGHO
models. Moreover, we will inspect how mobile devices like smartphones can be integrated in these operations and accepted by
actors due to their usefulneskhis work will include ahoroughstudyon the availability, integrity, and confidentiality of
exchanged data.
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